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o> MOTIVATION
BEHIND CYBER
ATTACKS The motives behind attacks

(percentage of breaches)

1 .Financial

Financial

2.Espionage

Year after year, financial

heads the list of motives.
3.Fun
4.1deology
5.Convenience .

ideology Convenience Other
__—-F"'-'-._._—

6.Grudge o ——— Grudge

2013 2014 2015 2016

/.. Other

Verizon: 2018 Data Breach Investigations Report



Passport nu
Driver’s license numbe
Log in details

Non-specific age (e.g. 30-40
instead of 32) Immunization dates

Progress notes

Job position and workplace Allergies

/ Lab /Test results




ayment in order to get the
data back

r



Ensuring the comp gement program

(f * Chief Information Security Officer & Chief Risk Officer



Past Data
Breaches




SCORINC

Frequency Severity Velocity (response
time)

Not a target Low amount of valuable data High quality “response” plan
_3 (LOW) g gh q Y P P

o M ||,
CISCO

Somewhat targeted ~ Moderate amount of valuable  Average "response” plan
data stored

OEE,SYT verizon\/ salesforce

o Constantly targeted High amount of valuable data No focus on action plan
8-10 (High) o

3 T
- T=SLA

JPMorganChase
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® Ecommerce

O represented 14.3%

U.S. ECOMMERCE VS. TOTAL RETAIL SALES

of total retail sales in

2018

® Retailers collect data
about their customer

® Personal
information

® Financial

information
$3.375 B $3.496 B $3.628 B

®* Behavior

Digital Commerce 360: US ecommerce sales grow 15.0% in 2018



YCVS

pharmacy’

y: 8 | Velocity: 6 |
regulc

Frequency: 5 | Seve
Velocity:5 |

Overall: 100







, and possible

comprc

® Locking out ’rHe manufactu anufacturing Operation System (MOS)

® Recent occurrence
@
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buy one and

Frequency: 5| Severity: 6 | Velocity: 8 |
O Overall: 240

v

, customers, and

ymputing platform

oted hack in November 2018,

website uses (Hashing) to scramble
>
passwords and nothing was stolen. -
* Has manufacturing plants scattered all over

the world
Frequency: 3 | Severity: 4 | Velocity: 6|
Overall: 72




SINGE 2011, GLOUD Using
COMPUTING HAS ‘:::;g
SEEN A RISE IN :
UTILIZATION v 69% '72% 0%

cloud in
1-3years

gwo, 61%

A ¥ b /s W &= L /U 4 007 .
WY JV S
data breaches a e =
4 - CEE— <
\
o

threats ; ' 18% 15%

*have at least one application in the cloud

201 2012 2013 2014 2015 2016

%
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es will be the

1 ,J revealing 68

Sy n info
*Warned of bc 2d Dropbox Business following

marketing platform allow oreach with extra security features

customers to view data

.
requency: 4 | Severity: 8 | Frequency: 6 | Severity: 7 |
Velocity: 5 | Overall: 160 Velocity: 7 | Overall: 294
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http://www.hcinnovationgroup.com/cybersecurity/news/13030528/healthcare-data-breach-costs-remain-highest-at-408-per-record
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M JOHNS HOPKINS

Northwestern Memorial* (SR Y MEDICINE
Hospital

jiling address,
nember and group ID
ber, names of dependents enrolled
in the plan, primary care provider and,
for some companies, date of
birth, premium invoice information
Frequency: 7 | Severity: 8 | Velocity: 6 | e e aid ID number.

* 60 employees fire
Smollett's Medical Record

Overall: 366 Frequency: 8 | Severity: 9 | Velocity: 7 |
Overall: 504




U.S. financial

* Chief informc > CEO not CIO/CRO

® Large range of products offered by companies in this space

®* Data becomes decentralized quickly




adequate insurance

° AN’ . .
Strong accou as a fully centralized cybersecurity

executive level
program




banking, r
* Follows NYDFS Regulo
® Breach affecting 76M in 2014

Frequency: 4 | Severity: 9 | Velocity: 6 |
Overall: 216

AMERICAN
EXPRESS

arge cards, credit cards

DFS Regulations

* 3rd party breach affecting 700k in 2018
(India)

Frequency: 3 | Severity: 8 | Velocity: 6 |
Overall: 144




CONCLUSION

Best Buy 100
Retail

CVS Pharmacy 288
Tesla 240
Manufacturing

Dell 72

Salesforce
Technology

Dropbox

Northwestern
Healthcare

4
8
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4
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John Hopkins

American
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Express
Finance
JP Morgan

Chase




